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Essays

The future of war is here
FEBRUARY 16, 2023 MICK RYAN

THEMES: WAR

Military institutions – and the broader national security
community – in the twenty-first century will need the

discipline to explore new ideas, discard old concepts and
institutions, constantly learn and adapt, and develop their

people in new ways if they are to be successful in addressing
the challenges ahead.

Ukrainian drone operator Leonid works to correct artillery fire in the city of Bahkmut. Credit: Madeleine Kelly /
SOPA Images / Sipa USA / Alamy Stock Photo
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The twenty-first century has already provided abundant evidence that war
remains a core part of human existence. The wars spawned by 9/11 in
Afghanistan and Iraq, the Chinese-Indian standoffs on their shared border,
Russia’s multiple invasions of Ukraine and operations in Syria, the Second
Nagorno-Karabakh War and ongoing Chinese aggression against its
neighbours point to another century of competition and conflict.

These conflicts offer tantalising glimpses of the evolution – and some
revolution – in how wars will be fought in the coming century. In their
book on Military Revolutions, The Dynamics of Military Revolution 1300-2050,
Williamson Murray and McGregor Know wrote on the late twentieth
century that, ‘A new pulse of technological developments in the past two
decades, including data management, artificial intelligence, and autonomous
systems, has driven a renewed debate on how transformational such tools
will be for human warfare.’ We are in a similar pulse of change now. And it
is defined by a range of trends in military affairs.

While many are driven by new technologies, the trends are the result of the
interplay of new technology, old technology and new ideas on their
application in peace and war. Understanding these trends provide a start
point to develop Western theories of victory for the inevitable conflicts
ahead.

The battle of signatures

https://www.amazon.com/Dynamics-Military-Revolution-1300-2050/dp/052180079X


8/10/26, 6:43 PMThe future of war is here - Engelsberg ideas

Page 3 of 16https://engelsbergideas.com/essays/the-future-of-war-is-here/

All human and military equipment has a signature, be it visual, thermal,
aural, or electromagnetic. Larger military organisations also possess
signatures. These include known tactics and patterns of operations. In
Ukraine, the large thermal and electromagnetic emissions signatures of
Russian headquarters and troop concentrations has been an irresistible
target for HIMARS rockets. Military organisations must be able to reduce
their signatures while leveraging knowledge of enemy signatures
everywhere humans fight or compete.

Time

With the introduction of algorithmic support to intelligence and decision
making, as well as hypersonic weapons, and faster media cycles the speed of
military planning, decision-making, and action is increasing. The wide and
rapid availability of open-source intelligence, in evidence in Ukraine, is only
intensifying this trend. People and institutions at every level of military
endeavour must be capable of intellectually and physically exploiting this
environment with the better use of time for enhanced decision-making.

New forms of mass

The world is returning to an era of mass, industrial-scale warfare. This
integrates large-scale use of conventional forces, the massed use of
autonomous systems, and the global application influence operations, and is
underpinned by the ubiquity of cheap autonomous systems across the land,

https://www.newsweek.com/russian-mercenary-groups-hq-destroyed-another-blow-putinreport-1766244
https://www.abc.net.au/news/2023-01-04/russian-anger-and-frustration-at-deaths/101825226
https://engelsbergideas.com/notebook/himars-permit-ukrainians-to-fight-how-they-know-best-a-strategy-of-corrosion/
https://www.gov.uk/government/speeches/how-open-source-intelligence-has-shaped-the-russia-ukraine-war
https://www.rusi.org/explore-our-research/publications/commentary/return-industrial-warfare
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sea, air, and space domains, and better use of data and algorithms. Military
organisations in the twenty-first century will need to construct forces with
an appropriate balance of expensive platforms and cheaper, smaller
autonomous systems which they can adapt to an array of different missions.

Human-machine integration

Autonomous and semi-autonomous systems, big data, and algorithmic
support to decision-making are being absorbed into military organisations
at a rapid rate. The War in Iraq saw a huge expansion in the use of semi-
autonomous systems, and the wars in the Nagorno-Karabakh region and
Ukraine have continued this trend. Combining human physical and
cognitive capabilities with autonomous systems and algorithms to generate
greater mass, more lethality and improve the quality and speed of decision-
making is a critical capability for military institutions in the twenty-first
century.

The evolving fight for influence

Human competition and conflict has always been a balance of physical and
moral forces. New technologies have enhanced the lethality of military
forces at greater distances but also the reach of influence campaigns against
different friendly and enemy populations. The ISIS influence campaigns in
Iraq and beyond, the Russian interference in the 2016 US elections and the
Ukrainian global influence campaign in 2022 are all examples.

https://www.brookings.edu/articles/military-robots-and-the-laws-of-war/
https://www.csis.org/analysis/air-and-missile-war-nagorno-karabakh-lessons-future-strike-and-defense
https://news.yahoo.com/drone-war-ukraine-points-future-014006867.html
https://stratcomcoe.org/cuploads/pfiles/daesh_public_use_19-08-2016.pdf
https://www.pbs.org/newshour/politics/senate-panel-finds-russia-interfered-in-the-2016-us-election
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Greater sovereign resilience

The COVID-19 pandemic highlighted many weaknesses in global supply
chains. The past four years has demonstrated the need for greater national
resilience in supply chains for critical materials, manufactures and weapons.
But it has also shown that societal resilience is critical. It builds national
unity, and the capacity to respond to natural disasters as well as resist
coercion and aggression from external actors. In essence this is a national
responsibility. Countries must have secure sources of supply within national
and alliance frameworks as well as effective national resilience frameworks
like those endorsed by NATO.

More integrated thinking and action

In their influential 1999 book, Unrestricted Warfare, two Chinese Colonels,
Qiao Liang and Wang Xiangsui wrote that: ‘The new principles of war are
no longer using armed force to compel the enemy to submit to one’s will,
but rather are using all means, including armed force or non-armed force,
and lethal and non-lethal means to compel the enemy to accept one’s
interests.’ Space and cyberspace have joined the older realms of land, air and
sea warfare. Military operations now occur in all five domains concurrently,
and institutions must be able to undertake these operations, within more
integrated national security operating constructs.

Understanding these trends, and the development of responses, is an

https://www.nato.int/cps/en/natohq/official_texts_133180.htm
https://www.amazon.com.au/Unrestricted-Warfare-Chinas-Destroy-America/dp/1626543054
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important part of designing, building, employing and adapting military
organisations in the twenty-first century. But, it is not a total solution in
deterring conflict, or winning wars.

A model for success is required. This should build on existing ideas but must
also be responsive to surprise, constant change in the strategic environment
and the uncertainty that is an enduring aspect in military endeavours. Five
key elements are purpose, new ideas, new and evolved organisations, an
enlightened approach to failure and adaptation, and people with an
intellectual edge.

Purpose

Purpose is a fundamental component of any nation’s strategic outlook. For
Colin Gray, purpose is part of a construct that sees strategy as a bridge
between purpose and action. As Clausewitz writes, ‘the political object – the
original motive for the war – will thus determine both the military objective
to be reached and the amount of effort it requires.’ Therefore, purpose
matters in generating strategic advantage.

So has it been with the Ukrainians in their ongoing defence against the
Russian invasion. Providing purpose is a central responsibility for leaders;
purpose or rationale is more important than the ‘what’ of any strategy or
task.  Purpose for Ukraine has been provided by the speeches of President
Zelensky. Thus it is with all strategic endeavours. Purpose is an essential

https://www.amazon.com.au/Future-Strategy-Colin-S-Gray/dp/0745687946/ref=sr_1_3?keywords=future+of+strategy&qid=1673651347&s=books&sr=1-3
https://www.gutenberg.org/files/1946/1946-h/1946-h.htm#chap02
https://www.president.gov.ua/en/news/speeches
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pre-requisite for Western nations to resist coercion and aggression in the
twenty-first century.

New Ideas

Technologies can provide an advantage in both strategic competition and in
warfare. However, the possession of technology alone is insufficient. New
ideas are required to exploit technologies – whether they are old and
evolved, or entirely new and disruptive. As Pentagon strategist Andrew
Marshall wrote in a paper he titled Some Thoughts on Military Revolutions –

Second Version in 1993:

The most important competition is not the technological competition.   The most

important goal is to be the best in the intellectual task of inding the most

appropriate innovations in the concepts of operation and making organisational

changes to fully exploit the technologies already available.

Nations such as China have done this over the past two decades. Shocked by
the transformative changes in warfare heralded by the American victory
over Iraq in 1991, Chinese concepts and thinking about war have changed
dramatically in the past 20 years. They have developed concepts and
approaches for the integration of civil and military technology sectors, and
for the conduct of more effective influence and military endeavours.
Systems confrontation and destruction, intelligentisation and autonomous
warfare has been at the heart of this new Chinese thinking about

https://en.wikipedia.org/wiki/Andrew_Marshall_(foreign_policy_strategist)
https://stacks.stanford.edu/file/druid:yx275qm3713/yx275qm3713.pdf
https://www.usni.org/magazines/proceedings/2021/march/chinas-desert-storm-education
https://www.rand.org/pubs/research_reports/RR1708.html
https://www.defenseone.com/ideas/2021/09/how-chinese-strategists-think-ai-will-power-military-leap-ahead/185409/
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competition, war and leveraging disruptive technologies like artificial
intelligence and autonomous systems.

Western nations must embrace a similar investment in new and evolved
ideas. Smarter thinking is necessary to effectively use such technologies, and
to do so in a way that aligns tactical outcomes on the battlefield with desired
political objectives. In The Dynamics of Military Revolution 1300-2050,
Williamson Murray and McGregor Knox describe them as:

Periods of innovation in which armed forces develop novel concepts involving

changes in doctrine, tactics, procedures and technology.

A new period of innovation is needed. Lest Western nations fall into the
same trap as the current Russian military, significantly expanded investment
in what Dima Adamsky calls in The Culture of Military Innovation the
‘software’ of a military institution is necessary.

Different Institutions

Since the beginning of the first industrial revolution at the end of the 1700’s
military institutions have been influenced by the changes in society and
technology.  And one of the most significant impacts has been on the
different organisations that make up a nations’ military instrument.

The first industrial revolution, with its new mass manufacturing and steam-

https://www.amazon.com/Dynamics-Military-Revolution-1300-2050/dp/052180079X
https://www.atlanticcouncil.org/blogs/ukrainealert/ukrainian-victory-shatters-russias-reputation-as-a-military-superpower/
https://www.amazon.com.au/Culture-Military-Innovation-Cultural-Revolution-ebook/dp/B007ZRFPOM/ref=sr_1_3?crid=3FIOFWAL0ZM2Q&keywords=The+Culture+of+Military+Innovation&qid=1673730424&sprefix=the+culture+of+military+innovation+%2Caps%2C242&sr=8-3
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based transport, allowed military organisation to deploy further and
campaign for longer. The birth of the telegraph allowed better
communication and coordination. These innovations drove the birth of
organisations such as signals corps, and logistics units to supply the bigger
field armies of the 1800s. At the same time, bigger armies with different
capabilities demanded that its leaders be educated differently – and in a more
standardised way. Thus, military academies and staff colleges emerged
throughout the 1800s and underpinned the birth of the modern profession
of arms.

The second industrial revolution drove even larger changes. In the
twentieth century, new organisations such as air forces, armoured divisions,
carrier attack fleets and strategic bomber commands emerged as responses
to operational problems and the capabilities of new technologies. At the
same time, new educational facilities such as war colleges emerged in the
interwar period and massively expanded in the post-World War Two era.

Military institutions today must also be open to new or evolved types of
organisations to not only exploit new technologies, but to also leverage the
new ideas (explored earlier) that might be developed in forward thinking
organisations. Recent developments such as the Chinese Strategic Support
Force and the United States Space Force are just the leading edge of new
institutions that will be required to enhance the strategic effectiveness of
future military institutions.

One example might be intelligence. Better access to data, and the

https://www.thoughtco.com/the-history-of-the-electric-telegraph-and-telegraphy-1992542
https://mwi.usma.edu/from-prussia-with-love-the-origins-of-the-modern-profession-of-arms/
https://mwi.usma.edu/radio-airplanes-and-world-wars-next-steps-for-the-profession-of-arms/
https://www.amazon.com/Fast-Tanks-Heavy-Bombers-Innovation/dp/0801488478/ref=sr_1_1?crid=2YSUEG81QDLVJ&keywords=fast+tanks+and+heavy+bombers&qid=1673668358&s=books&sprefix=fast+tanks+and+heavy+bomber%2Cstripbooks-intl-ship%2C291&sr=1-1
https://man.fas.org/dod-101/sys/ship/docs/1516pgs.pdf
https://ndupress.ndu.edu/Media/News/Article/1651760/chinas-strategic-support-force-a-force-for-a-new-era/
https://www.google.com/search?client=safari&rls=en&q=united+states+space+force&ie=UTF-8&oe=UTF-8
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proliferation of algorithms to exploit it, has been a key part of the Ukraine
War. Open-source intelligence and government-provided classified
intelligence are more closely interwoven than ever before; will new
institutions be required to leverage this interplay between open source and
classified intelligence?

Another area that is bound to change is the ratio of humans and
autonomous machines in military units. Whether it is ground, air or
maritime environments, humans may soon be a minority in many combat
and support units across military institutions. Not only will this demand
new ways of thinking and operating, this will require innovative ways of
organising military formations, wings and fleets.

A final area might be the training and educational functions of military
organisations. New ideas about warfighting, new forms of operating in
teams where humans partner with, instead of operate, machines may
demand new learning centres and organisations. At the same time,
specialised institutes for developing tactical, operational and strategic leaders
who can exploit new ways of managing and using information may also be
required.

An Enlightened Approach to Failure, Learning and Adaptation

An important component of building effective future military institutions is
the development of a culture that embraces the need to change quickly to

https://www.foreignaffairs.com/world/open-secrets-ukraine-intelligence-revolution-amy-zegart
https://csbaonline.org/research/publications/human-machine-teaming-for-future-ground-forces
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remain effective in a rapidly evolving geopolitical, technological and tactical
environment. In strategic competition and in conflict, the various
participants must be continuously finding ways to outthink and out fight
their adversaries. This adaptation battle is a vital part of war, but it demands
that military institutions nurture an internal learning culture well before
any conflict begins.

Such a learning culture requires mechanisms for exploring change. And, As
Frank Hoffman proposes in Mars Adapting: Military Change in War, this
should include a transparent experimentation system, which is underpinned
by a coherent approach to analysing results. This in turn is founded upon an
enlightened leadership culture, the nurtures curiosity, permits failure in the
pursuit of learning, and recognises the profound importance of investigating
the unknown, even where it challenges fundamental existing ideas.

A better understanding of failure is also fundamental. As Dietrich Dorner
writes in The Logic of Failure:

People court failure in predictable ways. Having identiied and understood these

tendencies in ourselves, we will be much better problem solvers.

If military institutions can better understand failure, use it to learn and
leverage this in developing a deep culture of learning and adaptation, they
will be much better placed to face the strategic challenges of the twenty-first
century. As a recent report from the Center for Strategic and Budgetary

https://engelsbergideas.com/essays/how-ukraine-is-winning-in-the-adaptation-battle-against-russia/
https://www.amazon.com/Mars-Adapting-Military-Change-Transforming/dp/1682475891
https://www.amazon.com/Logic-Failure-Recognizing-Avoiding-Situations/dp/0201479486/ref=sr_1_1?crid=2WYFT52HR4G92&keywords=the+logic+of+failure&qid=1673652910&s=books&sprefix=the+logic+of+failure%2Cstripbooks-intl-ship%2C351&sr=1-1
https://csbaonline.org/research/publications/innovating-for-great-power-competition-an-examination-of-service-and-joint-innovation-efforts
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Assessment notes, ‘innovation is never a simple or fast process, but every
step of progress made in the present will save lives in tomorrow’s war.’

People and the Intellectual Edge

The personnel that are recruited, trained, educated and led by military
institutions are the basis for every military capability. And it is people have
continued to be the brain, the heart and the spine for every form of military
advantage. Historically, military advantage has four broad categories:
geography, mass, technology and an intellectual.

During periods of conflict and strategic competition in the decades ahead,
western military organisations will face significant challenges to these
historic elements of military leverage and influence. Geography is no longer
a guarantor for retaining national sovereignty and western militaries may
frequently lack the mass of their adversaries. Further, the advantages of
advanced technologies are now declining. Compounding the challenge,
when a technological advantage is developed, it is likely to be only a
transient rather than an enduring one.

Military organisations must therefore devote more resources to cultivating
another source of advantage: the intellectual edge. The clever application of
military forces within a national approach is built on the best ideas being
applied to tactics, operational concepts, strategy and different organisational
constructs.  A well-honed intellectual edge can be used to offset the growing

https://hbr.org/2013/06/transient-advantage
https://sdsc.bellschool.anu.edu.au/experts-publications/publications/6825/australian-intellectual-edge-conflict-and-competition-21st
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military, financial and information capabilities of potential adversaries. This
intellectual edge has two components.

The first element of an intellectual edge is individual excellence, or what
might otherwise be called professional mastery. The intellectual edge for any
individual military leader is their ability to creatively out-think and out-plan
potential adversaries. This requires a diverse range of training, education,
experience and talent management. And it means all military personnel
must now have baseline skills – at the very minimum – to work in human-
machine teams with human, robotic and algorithmic components.

This second component of the intellectual edge is institutional. This is an
organisations’ capacity to effectively nurture and exploit the disparate
intellectual talents of its individuals to solve complex institutional problems.
Such an approach requires all kinds of institutions – not just the military –
to sustain and treasure their recruiting, individual and collective training, as
well as educational activities. The institutional intellectual edge is also a vital
part of the institutional learning capability explored earlier.

Designing, building, using and evolving military institutions remains an
essential responsibility of governments. It is often difficult to predict the
next conflict or where it might occur. But it is possible divine certain trends
in the strategic environment and then develop hypotheses about solutions
most likely to lead to military success within that environment. And while
the solutions to future military challenges will utilise many disruptive
technologies, these are an imperfect response. As Max Boot wrote in War

https://defence.gov.au/ADC/Publications/AJDSS/volume1-issue1/extending-the-intellectualedge-with-ai-mick-ryan.asp
https://www.amazon.com.au/War-Made-New-Technology-Warfare/dp/1592402224/ref=sr_1_6?crid=VTDAZZW33C5P&keywords=war+made+new&qid=1673731018&sprefix=war+made+ne%2Caps%2C254&sr=8-6
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Made New: Technology, Warfare and the Course of History in 2007, ‘technology
only sets the parameters of the possible…what indeed produces an actual
innovation is the extent to which militaries recognize and exploit the
opportunities inherent in the new tools of war.’

Military institutions – and the broader national security community – in the
twenty-first century will need the discipline to explore new ideas, discard
old concepts and institutions, constantly learn and adapt, and develop their
people in new ways if they are to be successful in addressing the challenges
ahead.
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